
ABSTRACT
Introduction: Digital Twin technology has emerged as a transformative innovation in modern engineering systems by enabling re-
al-time monitoring, simulation, and intelligent control of physical entities through virtual representations. The integration of Artificial 
Intelligence (AI) and edge computing has further enhanced the capabilities of Digital Twins in embedded systems, particularly in 
environments that require low latency, predictive analytics, and autonomous decision-making. Objective: This study examined the 
of Digital Twin technology in embedded systems with emphasis on AI-driven monitoring and real-time control. The study aimed to 
identify current architectural trends, AI applications, real-time performance improvements, and existing implementation challen-
ges within embedded environments. Methods: A systematic literature review methodology was adopted to analyze peer-reviewed 
studies published between 2020 and 2025. Relevant articles were retrieved from IEEE Xplore, ScienceDirect, SpringerLink, ACM Di-
gital Library, and MDPI databases. Following the PRISMA 2020 selection process, 36 studies were included for qualitative synthesis. 
Data were analyzed thematically based on Digital Twin architectures, AI-driven predictive analytics, edge computing integration, 
and real-time control mechanisms. Results: The findings revealed that Digital Twin architectures are increasingly evolving toward 
modular, distributed, and cyber-physical frameworks that support efficient synchronization between physical and virtual systems. 
AI integration significantly improved predictive maintenance, anomaly detection, fault prediction, and autonomous operational 
control, with several studies reporting prediction accuracies above 90% and latency reductions ranging from 20% to 45% through 
edge-based implementations. The review also found that edge computing enhanced real-time responsiveness by enabling localized 
data processing and reducing dependence on centralized cloud infrastructure. However, persistent challenges included compu-
tational limitations of embedded devices, synchronization complexity, scalability constraints, and cybersecurity risks. Conclusions: 
The integration of Digital Twin technology with AI and edge computing presents a promising pathway for developing intelligent, 
adaptive, and autonomous embedded systems. Despite significant advancements, further research is required to develop lightwei-
ght AI models, standardized implementation frameworks, secure communication protocols, and scalable architectures suitable for 
resource-constrained environments.
Keywords: Digital Twin; Embedded Systems; Artificial Intelligence; Real-Time Monitoring; Edge Computing.

RESUMEN
Introducción: La tecnología de Gemelos Digitales ha surgido como una innovación transformadora en los sistemas de ingeniería 
modernos al permitir el monitoreo en tiempo real, la simulación y el control inteligente de entidades físicas mediante represen-
taciones virtuales. La integración de Inteligencia Artificial (IA) y computación en el borde ha fortalecido aún más las capacidades 
de los Gemelos Digitales en sistemas embebidos, especialmente en entornos que requieren baja latencia, análisis predictivo y 
toma de decisiones autónoma. Objetivo: Este estudio examinó la integración de la tecnología de Gemelos Digitales en sistemas 
embebidos con énfasis en el monitoreo impulsado por Inteligencia Artificial y el control en tiempo real. El estudio tuvo como 
objetivo identificar tendencias arquitectónicas actuales, aplicaciones de IA, mejoras de desempeño en tiempo real y desafíos de 
implementación en entornos embebidos. Métodos: Se adoptó una metodología de revisión sistemática de literatura para analizar 
estudios revisados por pares publicados entre 2020 y 2025. Los artículos relevantes fueron obtenidos de las bases de datos IEEE 
Xplore, ScienceDirect, SpringerLink, ACM Digital Library y MDPI. Tras aplicar el proceso de selección PRISMA 2020, se incluyeron 36 
estudios para la síntesis cualitativa. Los datos fueron analizados temáticamente con base en arquitecturas de Gemelos Digitales, 
análisis predictivo impulsado por IA, integración de computación en el borde y mecanismos de control en tiempo real. Resultados: 
Los hallazgos revelaron que las arquitecturas de Gemelos Digitales están evolucionando hacia marcos modulares, distribuidos y 
ciberfísicos que facilitan una sincronización eficiente entre sistemas físicos y virtuales. La integración de IA mejoró significativa-
mente el mantenimiento predictivo, la detección de anomalías, la predicción de fallos y el control autónomo de operaciones, con 
varios estudios reportando precisiones superiores al 90 % y reducciones de latencia entre el 20 % y el 45 % mediante implementa-
ciones basadas en computación en el borde. 

Palabras clave: Gemelo Digital; Sistemas Embebidos; Inteligencia Artificial; Monitoreo en Tiempo Real; Computación en el borde.
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Introduction

The rapid advancement of Industry 4.0 technologies has accelerated the integration of physi-
cal and digital systems, leading to the emergence of Digital Twin (DT) technology as a transforma-
tive innovation in intelligent engineering and automation environments. A Digital Twin refers to a 
dynamic virtual representation of a physical object, process, or system that continuously updates 
through real-time data exchange, thereby enabling monitoring, simulation, optimization, and 
control of physical assets (11, 13). Digital Twin technology has gained significant attention across 
manufacturing, healthcare, transportation, aerospace, and smart city applications due to its ability 
to improve operational efficiency, predictive maintenance, and decision-making processes (12, 18). 
As cyber-physical systems, Internet of Things (IoT) devices, and intelligent automation continue to 
expand, Digital Twins are increasingly becoming essential for enabling autonomous and adaptive 
system operations (27, 31).

The integration of Artificial Intelligence (AI) into Digital Twin architectures has further en-
hanced the capabilities of these systems by enabling predictive analytics, anomaly detection, 
autonomous decision-making, and intelligent system optimization (1, 14). Machine learning and 
deep learning techniques allow Digital Twins to analyze large volumes of sensor data in real time, 
thereby improving system reliability and operational efficiency (5, 17). AI-driven Digital Twins have 
become particularly important in embedded systems, where real-time monitoring and rapid res-
ponse are critical for maintaining system stability and performance. Embedded systems are widely 
deployed in industrial automation, robotics, healthcare devices, autonomous vehicles, and smart 
infrastructure, where computational efficiency and low-latency communication are essential. The 
integration of Digital Twins into such systems enables synchronized interaction between physical 
devices and their digital counterparts, thereby supporting predictive maintenance, fault diagnosis, 
and intelligent operational control (18, 28).

Recent developments in edge and distributed computing have also improved the feasibility 
of deploying Digital Twin systems within embedded environments. Edge computing enables data 
processing closer to the data source, reducing latency and improving real-time responsiveness 
compared to traditional cloud-based architectures (6, 24). This capability is particularly important 
in embedded systems that require immediate responses and continuous synchronization between 
physical and virtual environments. Furthermore, distributed and fog computing approaches enhan-
ce scalability and system resilience by enabling collaborative processing across multiple nodes (3, 
34). These developments have significantly strengthened the performance of Digital Twin-enabled 
embedded systems in latency-sensitive applications such as industrial automation, smart grids, 
and intelligent transportation systems.

Despite these advancements, several technical challenges continue to hinder the effective im-
plementation of Digital Twin technology in embedded systems. Resource constraints in embedded 
devices often limit the deployment of complex AI models and large-scale Digital Twin architectures. 
In addition, maintaining real-time synchronization between physical systems and virtual models 
requires efficient communication protocols and reliable data processing mechanisms, which re-
main difficult in resource-constrained environments (20, 30). Security and privacy concerns also 
arise due to continuous data exchange between interconnected devices and Digital Twin platforms, 
thereby increasing vulnerability to cyber threats (10). Furthermore, scalability and interoperability 
remain significant issues, particularly in large-scale industrial IoT and smart city applications where 
multiple interconnected Digital Twins must operate simultaneously (4, 27).

In practical applications, Digital Twin integration in embedded systems has demonstrated 
substantial benefits across various domains. In industrial automation, Digital Twins support pre-
dictive maintenance, equipment monitoring, and intelligent manufacturing operations, thereby 
reducing operational downtime and maintenance costs (21, 35). In healthcare, embedded Digital 
Twin systems facilitate real-time patient monitoring and intelligent medical device management. 
Similarly, in smart cities and infrastructure systems, Digital Twins improve energy optimization, 
traffic management, and structural health monitoring (17, 33). These applications demonstrate 
the growing importance of Digital Twin technology in developing intelligent, adaptive, and auto-
nomous embedded systems.
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However, despite the growing body of research on Digital Twin technology, significant gaps 
remain in the context of embedded systems. Existing studies largely focus on conceptual fra-
meworks, cloud-centric architectures, and general industrial applications, with limited emphasis 
on practical AI-driven implementation in resource-constrained embedded environments. In ad-
dition, many studies lack standardized evaluation metrics for assessing latency, synchronization 
accuracy, scalability, and real-time system performance. Emerging technologies such as TinyML, 
5G/6G communication, and blockchain-enabled security also remain underexplored within Digital 
Twin-enabled embedded systems. Furthermore, previous studies often examine Digital Twins, AI, 
edge computing, and cyber-physical systems independently rather than providing an integrated 
analysis of their combined role in real-time monitoring and control.

This study addresses these gaps by providing a systematic and integrated review of Digital 
Twin technology in embedded systems with emphasis on Artificial Intelligence-driven monito-
ring and real-time control. Unlike previous studies that examine these technologies indepen-
dently, this research synthesizes their combined role within embedded environments. The study 
further contributes by identifying emerging trends in edge-based architectures, lightweight AI 
integration, and real-time processing while highlighting critical implementation challenges such 
as computational limitations, synchronization complexity, scalability, and cybersecurity concerns. 
These insights provide a foundation for future research and practical deployment of intelligent 
and adaptive embedded systems.

Contributions of the Study
The major contributions of this study are as follows:
It provides a comprehensive systematic review of Digital Twin integration in embedded sys-

tems from 2020 to 2025.
It synthesizes current research trends in AI-driven monitoring, predictive analytics, and au-

tonomous control within Digital Twin-enabled embedded environments.
It examines the role of edge computing and distributed architectures in improving real-time 

responsiveness and reducing latency.
It identifies major implementation challenges, including computational limitations, synchro-

nization issues, scalability constraints, and cybersecurity risks.
It highlights emerging technologies such as TinyML, federated learning, 5G/6G communica-

tion, and blockchain as future enablers of intelligent embedded Digital Twin systems.
It provides recommendations for improving scalability, interoperability, security, and real-time 

performance in Digital Twin-enabled embedded applications.

Figure 1: Digital Twin Architecture for Embedded Systems

Related Studies
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The integration of Digital Twin (DT) technology with embedded systems has attracted signi-
ficant scholarly attention due to its potential to enhance real-time monitoring, predictive analytics, 
and intelligent control within cyber-physical environments. Digital Twins enable continuous syn-
chronization between physical systems and their virtual counterparts through real-time data ex-
change, thereby improving system visibility, operational efficiency, and adaptive decision-making. 
Existing studies indicate that Digital Twin architectures are increasingly evolving toward modular, 
layered, and distributed frameworks that support interoperability and scalability across embedded 
applications (9, 2, 31). Researchers have emphasized the importance of multi-layered Digital Twin 
architectures that integrate physical devices, communication networks, data acquisition systems, 
and virtual simulation environments to enable efficient interaction between embedded hardware 
and digital models (32, 33). In addition, service-oriented and microservice-based architectures are 
increasingly being adopted to improve flexibility, deployment efficiency, and resilience within in-
dustrial IoT and smart embedded environments (34, 35, 16, 36). These developments demonstrate 
a transition from centralized Digital Twin systems toward decentralized and adaptive architectures 
capable of supporting large-scale intelligent operations.

Artificial Intelligence has become a critical component of Digital Twin systems by enabling 
predictive analytics, anomaly detection, autonomous decision-making, and intelligent optimiza-
tion in embedded environments. Machine learning and deep learning algorithms are increasin-
gly used to analyze large volumes of sensor data generated by embedded systems in real time, 
thereby improving system reliability and operational performance (3, 14, 19). Studies have shown 
that deep learning models, including convolutional and recurrent neural networks, enhance pat-
tern recognition and fault prediction capabilities in Digital Twin applications (22). Reinforcement 
learning approaches have also been integrated into Digital Twin systems to support adaptive and 
autonomous control mechanisms within dynamic environments (12). Furthermore, hybrid AI te-
chniques that combine statistical approaches with machine learning models have demonstrated 
improved prediction accuracy and computational efficiency, particularly in resource-constrained 
embedded systems (13, 29). Researchers have additionally explored explainable AI and federated 
learning approaches to improve transparency, decentralized intelligence, and data privacy wi-
thin Digital Twin-enabled systems (15). However, despite these advancements, the deployment of 
complex AI models in embedded environments remains constrained by limited memory capacity, 
processing power, and energy efficiency requirements, prompting increased interest in lightweight 
AI approaches such as TinyML and model compression techniques (16).

The integration of edge and distributed computing paradigms has significantly enhanced 
the feasibility of deploying Digital Twin technology in embedded systems that require real-time 
responsiveness and low-latency communication. Edge computing enables localized data pro-
cessing closer to the data source, thereby reducing latency, bandwidth usage, and dependence 
on centralized cloud infrastructure (17, 28). This capability is particularly important in embedded 
applications such as autonomous vehicles, industrial automation systems, smart grids, and inte-
lligent healthcare devices where immediate responses are essential. Existing studies indicate that 
edge-enabled Digital Twin systems achieve faster data processing, improved responsiveness, and 
enhanced operational reliability compared to traditional cloud-centric approaches. In addition, fog 
computing architectures provide intermediary computational layers between edge devices and 
cloud platforms, thereby supporting hierarchical processing and scalable system coordination (29, 
16). Distributed Digital Twin architectures further enhance fault tolerance and scalability by enabling 
collaborative processing across multiple interconnected nodes (11). Nevertheless, despite the pro-
mising capabilities of Digital Twin integration in embedded systems, several challenges continue 
to hinder widespread adoption. Researchers consistently report issues related to computational 
limitations, synchronization complexity, network latency, scalability constraints, security vulne-
rabilities, and lack of standardized implementation frameworks (13, 22, 26, 27). These limitations 
highlight the need for more integrated and practical research focusing on AI-driven Digital Twin 
implementation strategies, real-time performance optimization, secure communication mecha-
nisms, and scalable architectures for intelligent embedded systems.
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Review Methodology

This study adopted a systematic literature review methodology to examine existing research 
on Digital Twin integration in embedded systems, with particular emphasis on Artificial Intelli-
gence-driven monitoring and real-time control. The review focused on identifying recent deve-
lopments, implementation approaches, system architectures, performance outcomes, and key 
challenges associated with Digital Twin-enabled embedded environments. The methodological 
process followed established systematic review principles to ensure the selection of relevant and 
high-quality peer-reviewed studies.

Research Design
The study employed a systematic literature review (SLR) design, which is widely recognized 

for its ability to provide an organized and critical synthesis of existing research. This design was se-
lected because it allows for the identification, evaluation, and interpretation of all available studies 
relevant to the research topic in a structured manner. The SLR approach ensures that the review 
process follows a predefined protocol, thereby enhancing consistency and reducing subjectivity. 
In this study, the design focused on identifying peer-reviewed scholarly works that examine Digital 
Twin architectures, AI integration, and real-time embedded system applications. The review also 
incorporated elements of narrative synthesis to provide contextual interpretation of findings across 
different studies and application domains.

Data Sources and Search Strategy
The data for this review were obtained from reputable academic databases known for publi-

shing high-quality scientific research. These databases included IEEE Xplore, ScienceDirect, Sprin-
gerLink, ACM Digital Library, and MDPI. The selection of multiple databases ensured comprehensive 
coverage of interdisciplinary research spanning engineering, computer science, and information 
systems. A systematic search strategy was employed using a combination of keywords and Boo-
lean operators to retrieve relevant studies. Key search terms included “Digital Twin,” “Embedded 
Systems,” “Artificial Intelligence,” “Real-Time Monitoring,” “Edge Computing,” and “Cyber-Physical 
Systems.” These keywords were combined using operators such as AND and OR to refine search 
results and ensure relevance. The search process was iterative, with adjustments made to keywords 
and filters to capture the most recent and relevant publications within the specified timeframe.

Figure 2: PRISMA 2020 Flow Diagram adapted from (37).

Study Selection Process
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The study selection process followed a structured screening procedure to ensure that only 
relevant and high-quality studies were included. Initially, titles and abstracts of retrieved articles 
were reviewed to assess their relevance to the research topic. Studies that met the preliminary cri-
teria were then subjected to full-text review for further evaluation. During this stage, emphasis was 
placed on identifying studies that explicitly addressed Digital Twin implementation in embedded 
systems and incorporated AI-driven monitoring or control mechanisms. Duplicate records were 
removed to avoid redundancy, and studies that did not meet the inclusion criteria were excluded. 
The selection process was conducted systematically to ensure consistency and to minimize selec-
tion bias, thereby enhancing the reliability of the review findings.

Inclusion and Exclusion Criteria
The inclusion and exclusion criteria were defined to ensure the relevance and quality of the 

selected studies. Only studies that met the specified criteria were considered for analysis.
Inclusion Criteria:
Studies published between 2020 and 2025
Peer-reviewed journal articles and conference papers
Research focusing on Digital Twin technology in embedded systems
Studies incorporating Artificial Intelligence or machine learning techniques
Research addressing real-time monitoring, control, or predictive analytics
Exclusion Criteria:
Studies published before 2020
Non-peer-reviewed articles, editorials, and opinion papers
Studies lacking relevance to embedded systems or Digital Twin integration
Research without AI or real-time system components
Duplicate or incomplete studies
Data Extraction Process
Data extraction was carried out systematically to capture key information from each selec-

ted study. A structured data extraction framework was developed to ensure consistency across all 
reviewed articles. The extracted data included information such as authorship, publication year, 
research objectives, system architecture, AI techniques employed, application domain, and key 
findings. Additional variables such as performance metrics, including latency, accuracy, and effi-
ciency, were also recorded where available. This structured approach enabled the organization of 
data into comparable categories, facilitating subsequent analysis and synthesis. The extraction 
process was conducted carefully to ensure accuracy and completeness of the collected information.

Data Analysis and Synthesis
The analysis of the extracted data was conducted using a thematic synthesis approach, 

which allowed for the identification of patterns, trends, and relationships across the reviewed 
studies. Thematic analysis involved grouping studies based on common themes such as Digital 
Twin architecture, AI-driven monitoring, edge computing integration, and real-time control me-
chanisms. This approach enabled the identification of recurring concepts and the comparison 
of findings across different studies. Additionally, a narrative synthesis was employed to provide a 
detailed interpretation of the results, highlighting the contributions and limitations of each study. 
The combination of thematic and narrative synthesis ensured a comprehensive understanding 
of the research landscape and facilitated the identification of gaps and future research directions.

Quality Assessment
The quality assessment of the selected studies was conducted using the Critical Appraisal 

Skills Programme (CASP) checklist and PRISMA 2020 review guidelines. Each study was evaluated 
based on methodological rigor, clarity of research objectives, appropriateness of study design, vali-
dity of findings, relevance to Digital Twin integration in embedded systems, and adequacy of data 
analysis procedures. Additional assessment criteria included the presence of empirical evidence, 
description of AI and embedded system implementation, and reporting of performance metrics 
such as latency, accuracy, scalability, and real-time responsiveness. Studies that demonstrated clear 
methodologies, reliable analytical procedures, and well-supported conclusions were considered 
high-quality studies and were given greater emphasis during synthesis and interpretation. Studies 
with limited methodological detail, insufficient empirical validation, or unclear implementation 
procedures were included only where they provided relevant conceptual insights. The use of CASP 
and PRISMA 2020 guidelines enhanced the credibility, transparency, and consistency of the review 
process.

Ethical Considerations
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The review adhered to ethical standards in research by ensuring proper citation and ac-
knowledgment of all sources used. No data fabrication or manipulation was involved, and all 

referenced studies were accurately represented. The review process maintained transparency 
and integrity, ensuring that the findings were presented objectively without bias. Additionally, 

the study respected intellectual property rights by appropriately citing all sources in accordance 
with academic standards.

Results
This section presents the findings of the systematic review based on the stated objectives of 

the study. A total of 36 peer-reviewed studies published between 2020 and 2025 were included in 
the final synthesis following the PRISMA 2020 screening and eligibility process. The reviewed studies 
primarily focused on Digital Twin architectures, Artificial Intelligence-driven monitoring, predictive 
analytics, edge computing integration, and real-time control within embedded environments. To 
address the methodological concerns identified during peer review, the results section incorpo-
rates quantitative synthesis, comparative performance metrics, publication trends, geographic 
distribution, and risk of bias assessment in addition to thematic analysis.

Publication Trends and Geographic Distribution of Studies

Table 1: Distribution of Reviewed Studies by Publication Year (2020–2025)

Year Number of Studies Percentage (%)

2020 6 16.7

2021 4 11.1

2022 5 13.9

2023 7 19.4

2024 7 19.4

2025 7 19.4

The yearly distribution of studies demonstrates a substantial increase in research output after 
2022, reflecting the rapid growth of Digital Twin applications in Artificial Intelligence, Industrial IoT, 
cyber-physical systems, and edge computing environments. The concentration of publications in 
2023–2025 further indicates increasing research maturity and industrial relevance of AI-enabled 
Digital Twin systems.

Figure 3: Number of Publications per Year (2020–2025)

https://doi.org/10.62486/mo2026265
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Table 2: Geographic Distribution of Included Studies

Country Number of Studies Major Research Focus

China 8 Manufacturing DT, robotics, predictive maintenance

United Kingdom 4 DT frameworks and interoperability

India 3 CPS integration and IoT monitoring

Germany 3 AI-driven DT and energy systems

Netherlands 2 Predictive maintenance systems

Morocco 2 Renewable energy optimization

Others 14 Mixed embedded system applications

The geographic distribution indicates that China emerged as the leading contributor to 
research on Digital Twin-enabled embedded systems, particularly in manufacturing automation 
and predictive maintenance. European countries such as the United Kingdom, Germany, and the 
Netherlands also demonstrated significant contributions in framework development, AI integration, 
and cyber-physical system applications.

Objective One: Digital Twin Architectures in Embedded Systems

Table 3: Digital Twin Architectures in Embedded Systems

Author(s) and Year Country Area of Study Key Study Result

Jones et al. (2020) UK DT 
characterization

Defined core Digital Twin components 
clearly

Redelinghuys et al. (2020) South Africa DT architecture Proposed six-layer Digital Twin framework

Barricelli et al. (2021) Italy HCI and DT Improved usability through interaction 
design

Boyes et al. (2022) UK DT frameworks Highlighted need for interoperability 
standards

Dihan et al. (2024) Bangladesh DT architecture Identified essential DT system layers

Yao et al. (2023) China DT technologies Emphasized sensing and modeling 
integration

Wang et al. (2024) China Manufacturing DT Improved safety in collaborative systems

Chen et al. (2023) China Maintenance 
systems

Enabled efficient predictive maintenance 
design

Zhong et al. (2023) China Equipment 
lifecycle Enhanced lifecycle monitoring capability

https://doi.org/10.62486/mo2026265
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Author(s) and Year Country Area of Study Key Study Result

van Dinter et al. (2022) Netherlands Maintenance 
review Improved maintenance planning using DT

Rolofs et al. (2024) Germany CPS architecture Integrated DT with cyber-physical systems

Vidyalakshmi et al. (2025) India CPS-DT systems Strengthened monitoring and simulation 
processes

Abdessadak et al. (2025) Morocco Energy systems Optimized renewable energy monitoring 
systems

Afrazi et al. (2025) Iran Infrastructure DT Improved structural monitoring accuracy

Parween et al. (2025) India IoT systems Enabled adaptive monitoring in embedded 
systems

The findings reveal that Digital Twin architectures in embedded systems have evolved toward 
modular, layered, and distributed frameworks capable of supporting continuous synchronization 
between physical and virtual environments. Most studies adopted architectures integrating phy-
sical layers, communication interfaces, virtual simulation models, and Artificial Intelligence-driven 
analytics. A consistent trend across the reviewed studies was the increasing integration of Digital 
Twins with cyber-physical systems to improve system adaptability, interoperability, and real-time 
operational intelligence. Furthermore, several studies emphasized decentralized and service-orien-
ted architectures as effective strategies for improving scalability and deployment flexibility in In-
dustrial IoT and embedded environments.

Objective Two: AI-Driven Monitoring and Predictive Analytics

Table 4: AI-Driven Monitoring and Predictive Analytics

Author(s) and Year Country AI Focus Key Study Result

Kreuzer (2024) Germany AI-DT systems Improved prediction and decision-making 
accuracy

Alfaro-Viquez et al. (2025) Costa Rica AI applications Enhanced intelligence across system levels

Sajadieh & Noh (2025) South Korea AI lifecycle Enabled autonomous Digital Twin 
operations

Nguyen et al. (2025) Vietnam Manufacturing AI Improved predictive maintenance 
performance

Wang et al. (2024) China Deep learning DT Increased fault prediction accuracy

Chen et al. (2023) China Maintenance AI Reduced downtime using predictive 
analytics

Zhong et al. (2023) China Equipment 
monitoring Improved real-time fault detection

van Dinter et al. (2022) Netherlands Analytics systems Enhanced maintenance decision accuracy

Abdessadak et al. (2025) Morocco Energy AI Improved energy system performance 
monitoring

https://doi.org/10.62486/mo2026265
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Author(s) and Year Country AI Focus Key Study Result

Kyriaki et al. (2025) Greece ML-DT systems Strengthened predictive simulation 
capabilities

Afrazi et al. (2025) Iran Infrastructure AI Enabled early defect detection systems

Parween et al. (2025) India Activity monitoring Improved real-time movement detection

Dihan et al. (2024) Bangladesh Data analytics Enhanced Digital Twin data intelligence

Yao et al. (2023) China DT analytics Improved visualization and prediction 
capabilities

Boyes et al. (2022) UK DT evaluation Highlighted analytics as core DT function

Table 5: Quantitative Performance Metrics of AI-Driven Digital Twin Systems

Study AI Technique Reported 
Accuracy Performance Outcome

Nguyen et al. (2025) Machine learning 96% Improved predictive maintenance

Wang et al. (2024) Deep learning 94% Enhanced fault prediction

Afrazi et al. (2025) AI defect detection 92% Improved infrastructure monitoring

Zhong et al. (2023) Predictive analytics 91% Improved equipment lifecycle 
monitoring

Abdessadak et al. (2025) Energy AI systems 89% Enhanced energy optimization

Chen et al. (2023) Predictive maintenance 
AI 88% Reduced operational downtime

The results demonstrate that Artificial Intelligence significantly enhanced the capabilities 
of Digital Twin-enabled embedded systems. Most studies reported predictive and fault-detection 
accuracies ranging between 85% and 96%, indicating strong performance improvements across 
manufacturing, robotics, infrastructure monitoring, and energy optimization applications. The 
findings further revealed a transition from reactive monitoring approaches toward proactive and 
autonomous Digital Twin systems capable of predictive maintenance, anomaly detection, and 
adaptive operational control. In addition, lightweight AI approaches such as TinyML and model 
compression techniques were increasingly emphasized as practical solutions for resource-cons-
trained embedded devices.

Objective Three: Edge Computing and Real-Time Control

Table 6: Edge Computing and Real-Time Control in Digital Twin Systems

Author(s) and Year Country Focus Area Key Study Result

Chen et al. (2020) China Edge computing Reduced latency in Digital Twin systems

Qamsane et al. (2022) USA Automation 
systems Enabled real-time performance monitoring

https://doi.org/10.62486/mo2026265
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Author(s) and Year Country Focus Area Key Study Result

Rolofs et al. (2024) Germany CPS energy systems Improved real-time energy control

Vidyalakshmi et al. (2025) India CPS integration Enhanced system monitoring and control

Wang et al. (2024) China Robotics DT Improved real-time safety control

Abdessadak et al. (2025) Morocco Energy systems Enabled real-time system optimization

Afrazi et al. (2025) Iran Structural monitoring Improved real-time safety tracking

Parween et al. (2025) India IoT systems Enabled automated real-time interventions

Boyes et al. (2022) UK DT challenges Identified real-time synchronization limitations

Yao et al. (2023) China DT systems Supported real-time simulation feedback

Dihan et al. (2024) Bangladesh DT implementation Enabled continuous real-time data exchange

Zhong et al. (2023) China Maintenance control Improved real-time equipment monitoring

van Dinter et al. (2022) Netherlands Maintenance systems Enabled continuous decision-making processes

Barricelli et al. (2024) Italy User interaction Improved real-time system interpretation

Jones et al. (2020) UK DT systems Required continuous physical-virtual 
synchronization

Table 7: Comparative Real-Time Performance Outcomes in Edge-Based Digital Twin Systems

Study Latency Reduction Real-Time Outcome System Type

Chen et al. (2020) 45% reduction Faster monitoring response Edge DT systems

Nguyen et al. (2025) 30% reduction Reduced maintenance delay Manufacturing systems

Abdessadak et al. (2025) 28% reduction Improved energy optimization Smart energy systems

Afrazi et al. (2025) 22% reduction Enhanced safety tracking Infrastructure monitoring

Parween et al. (2025) 20% reduction Faster intervention capability IoT monitoring systems

The findings indicate that edge computing significantly improved the real-time performance 
of Digital Twin-enabled embedded systems by reducing communication latency and improving 
response efficiency. Most studies reported latency reductions ranging between 20% and 45% com-
pared to traditional cloud-based architectures. Edge-enabled Digital Twin systems were particularly 
effective in industrial automation, robotics, infrastructure monitoring, and smart energy applica-
tions where rapid decision-making and continuous synchronization were essential. However, several 
studies also identified persistent challenges related to synchronization complexity, computational 
limitations, network instability, and scalability constraints that continue to affect large-scale deplo-
yment and real-time operational performance.

Bias Category	 Observatio
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Table 8: Risk of Bias Assessment of Included Studies

Bias Category Observation

Publication bias Majority of studies reported positive implementation outcomes

Language bias Only English-language studies were included

Methodological bias Some studies lacked experimental validation

Reporting bias Limited reporting of implementation failures

Database bias Review limited to selected indexed databases

The risk of bias assessment was conducted using the Critical Appraisal Skills Programme 
(CASP) checklist and PRISMA 2020 review guidance. Most studies demonstrated clear objectives, 
appropriate methodologies, and relevant empirical findings. However, moderate methodological 
bias was observed in studies relying primarily on conceptual architectures without extensive re-
al-world implementation or experimental validation. In addition, publication and reporting bias 
were identified due to the predominance of positive implementation outcomes across the reviewed 
literature. Despite these limitations, the selected studies collectively provided substantial empirical 
evidence regarding the current state, performance outcomes, and implementation challenges 
associated with Artificial Intelligence-driven Digital Twin integration in embedded systems.

Discussion

Summary of Principal Findings
The findings of this systematic review demonstrate that Digital Twin technology is increa-

singly transforming embedded systems into intelligent, adaptive, and autonomous operational 
environments. The reviewed studies revealed a strong transition from conventional cloud-centric 
Digital Twin architectures toward modular, distributed, and edge-enabled frameworks capable 
of supporting real-time synchronization between physical and virtual systems. Most studies em-
phasized the integration of cyber-physical systems, edge computing, and Artificial Intelligence 
techniques to improve monitoring accuracy, predictive maintenance, fault detection, and auto-
nomous decision-making within embedded environments (9, 3, 27). The results further showed 
that AI-driven Digital Twin systems consistently improved operational efficiency, with reported 
prediction and fault-detection accuracies ranging between 85% and 96% across manufacturing, 
robotics, infrastructure monitoring, and energy optimization applications.

Another major finding was the significant contribution of edge computing to real-time sys-
tem responsiveness. The reviewed studies consistently reported latency reductions ranging from 
20% to 45% in edge-enabled Digital Twin systems compared to centralized cloud-based architec-
tures. These improvements enhanced real-time control, localized data processing, and operational 
reliability in industrial automation, smart infrastructure, healthcare monitoring, and IoT applications 
(17, 28). Despite these advancements, the findings also identified persistent implementation cha-
llenges including computational constraints, synchronization complexity, cybersecurity vulnerabi-
lities, interoperability limitations, and scalability concerns, particularly within resource-constrained 
embedded systems.

Comparison with Prior Reviews
The findings of this study are consistent with previous reviews that identified Digital Twin te-

chnology as a critical enabler of intelligent cyber-physical systems and Industrial IoT environments 
(11, 18). Similar to the observations reported by Jones et al. and Tao et al., this review found that 
modern Digital Twin architectures increasingly depend on layered and distributed system desig-
ns capable of supporting interoperability and adaptive control in complex environments (13, 27). 
However, unlike earlier reviews that focused primarily on conceptual frameworks or manufacturing 
systems, the present study specifically examined the intersection of Digital Twin technology, Arti-
ficial Intelligence, edge computing, and embedded systems, thereby providing a more integrated 
and application-oriented perspective.
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The review also extends prior research by providing quantitative synthesis of reported per-
formance outcomes including latency reduction ranges, predictive accuracies, and operational 
efficiency improvements. Earlier systematic reviews largely emphasized theoretical architectures 
and enabling technologies without detailed comparative analysis of performance indicators across 
embedded applications (16, 33). In contrast, this study demonstrates that AI-enabled Digital Twin 
systems consistently improve predictive maintenance performance and real-time responsiveness 
while highlighting the growing importance of lightweight AI models, TinyML, and edge-based 
deployment strategies within embedded environments. Furthermore, this review highlights emer-
ging trends in federated learning, decentralized processing, and real-time analytics that were less 
emphasized in previous Digital Twin reviews.

Limitations of This Review
Despite the comprehensive nature of this review, several limitations should be acknowledged. 

First, the review included only English-language peer-reviewed journal articles and conference 
papers retrieved from selected academic databases. Consequently, relevant studies published in 
other languages or contained within grey literature, technical reports, industrial white papers, and 
unpublished research may not have been captured. This introduces the possibility of language and 
publication bias within the review process. Second, although quantitative synthesis of selected per-
formance metrics was conducted, the reviewed studies demonstrated substantial methodological 
heterogeneity in terms of experimental design, evaluation metrics, application domains, and im-
plementation environments. This variability limited the feasibility of conducting a formal statistical 
meta-analysis across all included studies. Additionally, many studies primarily reported positive 
implementation outcomes, while relatively few studies documented unsuccessful deployments 
or negative findings, thereby increasing the likelihood of reporting bias. Some included studies 
also relied heavily on conceptual discussions without extensive real-world validation or large-scale 
industrial implementation, which may affect the generalizability of the reported findings.

Practical and Policy Implications
The findings demonstrate that integrating Digital Twin technology with Artificial Intelligence 

and edge computing can significantly improve predictive maintenance, fault detection, operatio-
nal efficiency, and real-time decision-making in embedded systems. Industry practitioners should 
therefore prioritize scalable, low-latency, and energy-efficient Digital Twin architectures suitable 
for resource-constrained environments. The adoption of lightweight AI models and real-world im-
plementation testing is also essential for improving system reliability and deployment feasibility. 
The review further highlights the importance of emerging technologies such as 5G, 6G, federated 
learning, and blockchain in improving communication efficiency, scalability, and cybersecurity 
within Digital Twin-enabled systems. Policymakers and industry stakeholders should collaborate 
to establish standardized frameworks, interoperability guidelines, and secure communication pro-
tocols capable of supporting large-scale and safe deployment of intelligent embedded systems.

Future Research Directions
Future research should focus on developing lightweight and energy-efficient Artificial In-

telligence models suitable for deployment within resource-constrained embedded systems. Ad-
ditional studies are also needed to design standardized Digital Twin architectures that improve 
interoperability, scalability, and synchronization across heterogeneous embedded environments. 
Furthermore, more empirical and experimental research involving real-world industrial implemen-
tation is necessary to validate existing conceptual frameworks and evaluate long-term operational 
performance.

Emerging technologies such as TinyML, federated learning, blockchain, and 5G/6G commu-
nication should also receive increased research attention due to their potential to improve decen-
tralized intelligence, cybersecurity, and real-time responsiveness in Digital Twin-enabled systems. 
Finally, future studies should explore explainable and trustworthy Artificial Intelligence approaches 
capable of improving transparency, reliability, and user confidence in autonomous Digital Twin 
decision-making systems operating within critical embedded environments.
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Conclusion

This study reviewed the integration of Digital Twin technology in embedded systems with em-
phasis on Artificial Intelligence-driven monitoring and real-time control. The findings demonstrate 
that the convergence of Digital Twins, Artificial Intelligence, edge computing, and cyber-physical 
systems is significantly advancing the development of intelligent and adaptive embedded envi-
ronments. The reviewed studies consistently showed improvements in predictive maintenance, 
anomaly detection, operational efficiency, and real-time responsiveness, particularly within indus-
trial automation, infrastructure monitoring, healthcare systems, and Industrial IoT applications. The 
study also established that edge-enabled Digital Twin architectures substantially reduce latency 
and improve localized decision-making in resource-constrained environments.

For academic researchers, the study provides an updated synthesis of current trends, ar-
chitectures, performance outcomes, and implementation challenges associated with AI-driven 
Digital Twin systems in embedded environments. The findings contribute to existing knowledge 
by integrating research areas that are often studied independently, including Artificial Intelligence, 
edge computing, and embedded cyber-physical systems. For industry practitioners, the review 
highlights the practical value of Digital Twin-enabled embedded systems in improving operational 
reliability, predictive maintenance, system automation, and intelligent monitoring while emphasi-
zing the importance of scalable and energy-efficient architectures. For policymakers and regulatory 
stakeholders, the findings underscore the need for standardized implementation frameworks, cy-
bersecurity regulations, interoperability guidelines, and investments in advanced communication 
infrastructure to support secure and large-scale deployment of intelligent embedded systems. 
Despite the significant progress identified across the reviewed studies, several challenges continue 
to affect widespread implementation, including computational limitations, synchronization com-
plexity, scalability constraints, and cybersecurity vulnerabilities. Addressing these limitations will be 
essential for improving the reliability, security, and real-time performance of Digital Twin-enabled 
embedded systems.
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